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HOW-TO

How to open a Mac app from an unidentified
developer

Is your Mac stopping you opening an app from an unidentified developer?
Here's how to allow unidentified developer apps on your Mac.

By Karen Haslam
Editor, Macworld | FEB 28, 2022 9:56 AM PST
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Some complain about Apple’s walled garden, or if you prefer a less flowery term:
closed platform. Apple would say that maintaining a level of control over the apps
we can install on our devices protects us from malware and a bad user
experience, but it can be frustrating and worrying if you want to run an app and
you are confronted by a warning that it is from an unidentified developer.

Luckily it is possible to open and run these apps and we will show you how. But
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by guilty parties) are legit. We discuss the safety of unidentified apps later in this
article.

For advice about downloading and installing apps read: How to install apps on
the Mac

Why am | seeing an unidentified developer warning?

Apple has a lot of control over the apps available for Macs, iPads and iPhones.
While the Mac is a little more open than iOS — the only way to get third party
apps onto your iPhone and iPad is to download them from the iOS App Store —
there are still a lot of hoops to jump through before you can install and run some
third party apps on your Mac.

As we said above there is good reason for this. These measures are designed to
protect us from malware that might arrive on our Macs disguised as an app that
we think we can trust. It might even look like a well-known app, but have
malicious code added to it. While we can all follow the advice not to download
apps from file-sharing sites, or via links on dodgy looking emails, Apple’s
basically put in measures to make it harder for us to install apps that might be
dangerous.

These measures include Gatekeeper, which is Apple’s name for the security
aspect of macOS that checks apps for malware and quarantines them. It also
checks whether the app is written by a developer known to Apple (aka Signed).
Then, even if it matches those requirements, Gatekeeper will ask you to confirm
that you want to open the app.

In macQOS Catalina, which was introduced in October 2019, Apple made
Gatekeeper even more stringent. Previously you could get around Gatekeeper
by launching the app via Terminal but now if you open an app via Terminal
Gatekeeper will still check it out. Another change is that Gatekeeper will run its
list of checks every time you open an app.

So, how can you open apps from unidentified developers? And how can you stop
seeing the warning every time you open an app?
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Concerned about viruses and other security threats on your Mac? Read: <a
title="Do Macs Get Viruses” href="https://www.macworld.com/article/670537/do-
macs-need-antivirus.html We also have this collection of Mac Security Tips.

How to open apps not from Mac App Store

By default macOS allows you to open apps from the official Mac App Store only.
If you have this still set as your default you will be seeing the warning when you
try to open an app for the first time.

Luckily you can make a simple change to your settings that will allow you to open
some third-party apps that aren’t on the App Store. It won’t mean that you can
open every third party app without issue, but it will certainly mean you see fewer
warnings.

1. Open System Preferences.

2. Go to the Security & Privacy tab.

3. Click on the lock and enter your password so you can make changes.

4. Change the setting for ‘Allow apps downloaded from’ to ‘App Store and
identified developers’ from just App Store.
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FileVault  Firewall Privacy

A login password has been set for this user Change Password...

Require password 5 minutes after sleep or screen saver begins

Show a message when the screen is locked
Disable automatic login

4 Use your Apple Watch to unlock apps and your Mac

Allow apps downloaded from:

App Store
App Store and identified developers

g Click the lock to prevent further changes Advanced... ?

You'll still be prevented from opening anything macOS doesn’t recognise, but at
least you will be able to open apps that weren’t purchased from the App Store,
assuming that they don’t have malware and they are signed by a developer
Apple recognises and trusts.

How to open a blocked app

If you attempt to open an app and macOS stops you from doing so, that doesn’t
necessarily mean there is something wrong with the app. But it will indicate that
the app isn’t from an ‘identified developer’ — in other words a developer that has
signed up to Apple’s developer program and jumped through a few hoops to get
Apple to trust it.

Luckily you can still open the app and override the block. Here’s how:

1. Open System Preferences.
2. Go to Security & Privacy and select the General tab.
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A login password has been set for this user Change Password...

Require password 5 minutes ?_ﬁ after sleep or screen saver begins
Show a message when the screen is locked| Set Lock Message...
| Disable automatic login

Allow your Apple Watch to unlock your Mac

Allow apps downloaded from:

and identified developers

® | App store

"BSMES" was blocked from opening because it is not from an Open Anyway
identified developer.

0
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% Click the lock to make changes.

3. If you’ve been blocked from opening an app within the past hour, this page
will give you the option to override this by clicking the temporary button
‘Open Anyway'’.

4. You'll be asked one more time if you're sure, but clicking Open will run the
app.

“BSNES" is from an unidentified developer.

P~ Are you sure you want to open it?
Opening “BSMNES" will always allow it to run on this
bre— Mac.

"BSNES” 15 on the disk image "bsnes-050.dmg"
Google Chrome downloaded this disk image today at
16:40 from www.technorange.com,
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Gatekeeper’s other checks will still stop you from opening an app with known
malware attached to it.

Other ways to open blocked apps
Another way to open a blocked app is to locate the app in a Finder window.

1. Open the Finder.
2. Locate the app (it might be in the Applications folder, or it might still be in
your downloads folder).

N\ = | all

Show Package Contents

. 5
Move to Bin P

Get Info

Rename
Compress "LibreQffice”

Duplicate
Pa Make Alias jtos
Quick Look “LibreCffice”

3. Ctrl-Click or right-click on the app. Share > ﬂ

all

| Quick Actions (3

L J
l Copy "LibreOffice”

o Import from iPhone (3

Use Groups
Sort By >
Show View Options

P N P P P N P
L SO UEE VOV SRS SOV TS YOV TR YOV NEE. YOV SRS N

Tags...

Mew Terminal Tab at Folder
New Terminal at Folder

4. Select Open from the resultant menu and the app will be opened anyway,
and an exception will be created for opening it normally (i.e. by double-
clicking) in future.
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“LibreOffice” is an app downloaded from

“ the internet. Are you sure you want to open
it?

mirrors.coreix.net

? Cancel

How to ‘Allow Apps from Anywhere’

As you can see above, the Security & Privacy section of System Preferences
presents you with two settings for the types of apps you allow to run: ones from
the App Store, or ones from the App Store or identified developers.

https://www.macworld.com/article/672947/how-to-open-a-mac-app-f...
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FileVault  Firewall Privacy

A login password has been set for this user Change Password...

Require password = 5 minutes + after sleep or screen saver begins

Show a message when the screen is locked
./ Disable automatic login

- Allow your Apple Watch to unlock yvour Mac

Allow apps downloaded from:

App Store
. App Store and identified developers

.

E Click the lock to prevent further changes. Advanced...

But there is a third, hidden option: ‘Allow apps from anywhere’. This used to be an
option in earlier versions of macOS, but disappeared when macOS Sierra arrived.
However you can get the Anywhere option back.

We will say right away that we don’t recommend this setting, which puts you at
risk of installing malware under the guise of legitimate software. But if you are
determined on this course, it’s possible to make that option reappear with a line
of code in Terminal.

Open Terminal and enter the following code to get your Anywhere option:
sudo spctl —master-disable

Now press Return, and you will be asked to enter your password. Once that’s
done, open System Preferences (if it’s already open, you’ll need to quit it and
restart to see the new options) and go to the Security & Privacy section.
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A login password has been set for this user
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Firewall Privacy

Change Password...

+ after sleep or screen saver begins

Show a message when the screen is locked

./ Disable automatic login

- Allow your Apple Watch to unlock yvour Mac

Allow apps downloaded from:

App Store

App Store and identified developers

- Anywhere

~

E Click the lock to prevent further changes.

Advanced...

A new, third option will have appeared allowing you to ‘Allow apps downloaded

from: Anywhere’. You'll have to click the padlock icon to make changes to the

settings on this page.

How to remove the ‘Anywhere’ option

If you share your Mac with someone else it might be wise to get rid of the

Anywhere option. To hide it again, you’ll need to go to Terminal again, and this

time type:

sudo spctl —master-enable

Is it safe to open unidentified apps?

It might be, it might not. The point is that you don’t have Apple’s certification that

it is, so you will have to rely on your own due diligence to ensure that the

software is okay.
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testimonials from other users. Bear in mind as ever that dodgy companies are not
above planting a few fake reviews to give themselves the sheen of legitimacy, so
keep searching after the first few results. If you’re not satisfied, it may be safer to

e arRerPrstiRve that ke O re N9y teP &9 ARFIpn what's new, what's best and how to make the

most out of the products you love.

When installing unidentified apps you should also make extra-sure that your anti
virus software is up to date.

pdOtagsat getting the ‘unidentified developer’ warning dialog doesn’t mean
you’re about to install some malware. As Apple acknowledges, there are plenty

ABbgRsons why a perfectly legitimate company might not be on the identified list;
it might for instance be that the app is older than the company’s developer
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